Abstract-In
INTRODUCTION
The communication system becomes more complex with the development of communication technology. Therefore, system design and performance analysis can not be done without the computer support. Simulation base on link level is the simulating of independence components of system, it is made use of simulating of signal transforming and processing, in order to analyses signal character, parameter and processing course in signal level, the result of simulation can provide very important reference for the design and evaluation of system. The function of the simulation system can be extended to offer an effective approach for analyzing and evaluating the efficiency of complex communication countermeasure system. The purpose of testing this jamming system is to demonstrate a specific frequency-hopped communication working principle, the reconnaissance of frequency-hopped communication and interference detection methods as well as the functional performance comparison among the methods of various interference models.
II. MATLAB-SIMULINK TOOLBOX
The MATLAB and Simulink environments are integrated into one entity, and thus we can analyze, simulate, and revise our models in either environment at any point. We invoke Simulink from within MATLAB. It proves the fact that the tool of simulink makes it a simple thing to build model for the Frequency hopped communication system since it eliminates the inconvenience to construct a real experimental system．At the same time it has many advantages in observing the results and storing data.
MATLAB is a system of high degree integration. Simulink is a software package that is used for molding, simulation and analysis to the dynamic system. MATLAB/Simulink was regarded as the software platform, and the communication system toolbox and the signal processing toolbox were utilized to design digital frequency hopped communication system of jamming and anti-jamming. And then the modeled structure, designed system, shown result, analyzed bite error rate and the comprehensive analysis were given for the two communication systems based on Simulink. The error analysis, the comparison of the jamming and anti-jamming, the error correction coding and the multiply were emphasized at last.
III. FREQUENCY HOPPED SYSTEM
A signal is broadcast over a pseudo-random sequence of frequencies, a sequence obtained by a pseudo-random generator. The pseudo-random sequence is referred to as the spreading code or a pseudo-noise sequence. The energy of the signal is equally divided among different frequencies.
An FHSS system consists of a modulator that uses a standard modulation technique to produce a signal centered around some base frequency. This signal is next modulated again to produce a signal centered at a different frequency, which is determined by the pseudo-noise sequence. This second modulation is done using a chip signal c(t) which characterizes the pseudo-noise sequence. The spacing between the carrier frequencies used in the chip sequence is usually close to the bandwidth of the input signal. The interval of time that an FHSS system spends at a hop frequency is referred to as the chip duration. As we will see shortly, this is a parameter that is independent of the data rate of the original signal and can be varied to obtain different FHSS schemes.
A. FHSS using BFSK
Consider using BFSK as the first data modulation scheme. The output of the first modulation step is the signal
where f 0 is the base frequency, Δf is the frequency separator in the BFSK scheme, b i is the ith bit, and T is the duration of a single bit. Now, suppose the next frequency as determined by the pseudo-noise sequence is f i . We obtain a product signal of
We can eliminate the second half of the above sum and obtain signal with frequency centered around f 0 + f i . When the signal is received at the receiver, the original bit value b i can be recovered by following the reverse process, as long as the sender and the receiver are synchronized with respect to the pseudo-noise sequence.
B. FHSS using MFSK
A natural generalization of the above is to use multi-level signaling technique such as MFSK. If the MFSK modulated signal is given by s d (t) = Acos(2πf i t), where
is the frequency used for the ith signal element, f c is the center frequency, and M is the number of signal elements. This MFSK signal is then translated to a new frequency every T c seconds by modulating it with the FHSS carrier.
For a data rate R, the duration of a bit T = 1/R, so the duration of a signal element is T s = log2MT. If T c ≥ T s , the system is referred to as a slow FHSS; Otherwise, it is a fast FHSS. In FHSS, the bandwidth of a hop is W d = MF d , where M is the number of different signal elements. The total transmission bandwidth is W s = NW d if N is the number of different hop-channels.
IV. MODEL ESTABLISHMENT AND ANALYSIS
The paper uses the Simulink simulation platform to establish the frequency-hopped communication models and jamming models, analysis each transmission signal's waveform, spectrum, information sequence as well as the bit error rate (BER).
A. Frequency Hopped System Model
Fast frequency hopped communication system design was based on Simulink BFSK modulation and demodulation; it also contains frequency hopped subsystem module, modulation subsystem module, demodulation subsystem module and BER subsystem module.
The fast frequency hopped communication system according to the functions can be divided into six parts: signals generation, transmitter part, frequency hopped spread-spectrum part, signals channel, Receiver part and the part of decision and analysis. The channel was superimposed on the white Gaussian noise. The main Packaging subsystem models were BFSK modulation module, FH subsystem module, BFSK demodulation module. The Simulink model is shown in Figure  1 . The parameters of the system module are as follows. 
B. Jamming Model
Following interference is very useful to attack slow frequency hopped communication system, it can make the transmission break off. First, the jammer analyses the signal's spectrum which was received from frequency hopped transmitter, extracts the signal's features; then takes the features to the frequency synthesizer and controls the frequency synthesizer to product the same hopping frequency; finally sends the narrow-band interference signals that mix with the same hopping frequency, finishes the following interference. The Simulink narrow-band interference signals model is shown in Figure 2 . The Simulink following interference model is shown in Figure 3 . The Simulink following interference model contains "Transceiver" module, "Frequency Hopping" module, "Receiver" module, "BER Analysis" module, "JAMMER" module, "Spectrum" module and "Simulation Time" module. The following interference model requires the powerful interference frequency hopped detection system, also the jamming signals require stay in the frequency hopped chip, and it must overlap with the frequency-hopped communication signals as far as possible, so in the model the delay was zero.
C. Performance Analysis
In the fast frequency hopped communication system, after simulation the BER was 0.1, and signals waveforms are shown in the Figure 4 and Figure 5 . The simulation model analyses the performance of the following interference methods, it can give us a new choice to make the jamming systems more useful for frequency-hopped communication which is suitable for the complex electromagnetic battlefield environment. Also it has some disadvantage, since the signal propagation and processing time is limited, so the following interference duration must satisfy chip time limit.
